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A BILL FOR AN ACT

CONCERNING THE CREATION OF AN ELECTRONIC BIOMETRIC101

PRESCRIBING SYSTEM USING BIOMETRIC IDENTIFIERS TO102

TRANSMIT INFORMATION PERTAINING TO THE DISTRIBUTION OF103

CERTAIN MEDICATIONS.104

Bill Summary

(Note: This summary applies to this bill as introduced and does
not reflect any amendments that may be subsequently adopted. If this bill
passes third reading in the house of introduction, a bill summary that
applies to the reengrossed version of this bill will be available at
http://www.leg.state.co.us/billsummaries.)

The bill requires the division of registrations (division) in the
department of regulatory agencies, by January 1, 2013, to develop an
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electronic system to monitor and store in a secure database information
pertaining to:

! The prescribing of prescription drugs;
! The dispensing or delivery of prescription drugs by a

prescription drug outlet (PDO) or health care practitioner
(practitioner); and

! The dispensing or delivery of restricted over-the-counter
substances, also known as methamphetamine precursor
drugs, by a PDO or practitioner.

Practitioners and PDOs are required to maintain biometric
scanning devices and to use those devices to obtain a biometric scan of
a person's biometric identifier, such as a fingerprint or retinal scan, and
to submit the scan to the database. Practitioners and PDOs are also
required, prior to prescribing or dispensing a prescription drug or
dispensing a restricted over-the-counter substance, to submit specified
information to the database, including:

! The date of the prescription order;
! The name of the substance prescribed or dispensed,

including strength, quantity, and directions for use;
! The name and address of the practitioner or PDO, as

applicable; and
! The name and address of the person receiving the

substance, as applicable, in an encrypted format.
Once the information is received, the database assigns a unique

identifying number to the particular prescription order or restricted
over-the-counter substance and immediately transmits to the practitioner
or PDO, as applicable, the following:

! The identifying number for the substance;
! The names of the substances prescribed or dispensed in

connection with the biometric scan that may conflict with
or overlap the practitioner's prescription order or the
restricted over-the-counter substance; and

! The name and address of the practitioner whose
prescription order may conflict with or overlap the
prescribing practitioner's prescription or restricted
over-the-counter substance and the name and address of the
practitioner or PDO that dispensed or delivered the
conflicting or overlapping prescription or restricted
over-the-counter substance.

Before dispensing or delivering a prescription drug or restricted
over-the-counter substance, the practitioner or PDO is to submit the
biometric scan to the database, and the database is to immediately
transmit to the practitioner or PDO the following:

! The names of the substances that have been prescribed in
connection with the biometric scan that may conflict with
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or overlap the substance to be dispensed or delivered;
! The name and address of the practitioner whose order may

conflict with or overlap the prescription drug or restricted
over-the-counter substance to be dispensed or delivered
and the full name and address of the practitioner or PDO
that dispensed or delivered the conflicting or overlapping
prescription or restricted over-the-counter substance;

! A graduated alert system indicating the potential dangers
related to dispensing or prescribing the substances as they
relate to any conflicting or overlapping prescriptions;

! A warning or critical alert relating to the severity of the
conflict or overlap, requiring the practitioner to
biometrically acknowledge receipt of the conflict or
overlap; and

! A warning or critical alert relating to the severity of the
conflict or overlap to additional practitioners who provided
or delivered the conflicting or overlapping substances.

The bill makes exceptions for practitioners who administer a
substance directly to the patient and for substances dispensed in an
inpatient or residential facility. A person who fails to comply with the
requirements of the bill commits a class 1 misdemeanor.

Be it enacted by the General Assembly of the State of Colorado:1

SECTION 1.  In Colorado Revised Statutes, 12-22-702, amend2

(1); and add (1.3), (1.5), (1.7), (3.5), and (9) as follows:3

12-22-702.  Definitions. As used in this part 7, unless the context4

otherwise requires:5

(1)  "Board" means the state board of pharmacy "BIOMETRIC6

IDENTIFIER" MEANS AN ESTABLISHED UNIQUE FORM OF BIOLOGICAL7

IDENTIFICATION THAT IS READILY COMPARED AND MATCHED, SUCH AS A8

FINGERPRINT, RETINAL SCAN, OR OTHER MEANS OF SIMILAR BIOMETRIC9

IDENTIFICATION APPROVED BY THE DIVISION AND AUTHORIZED FOR10

RETENTION IN A DATABASE.11

(1.3)  "BIOMETRIC SCAN" MEANS AN ELECTRONIC SCAN OF A12

BIOMETRIC IDENTIFIER.13
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(1.5)  "BIOMETRIC SCANNING DEVICE" MEANS AN ELECTRONIC1

SCANNING DEVICE THAT IS APPROVED BY THE DIVISION AND IS DESIGNED2

TO ACCURATELY CAPTURE A BIOMETRIC IDENTIFIER.3

(1.7)  "BOARD" MEANS THE STATE BOARD OF PHARMACY.4

(3.5)  "DATABASE" MEANS AN ELECTRONIC DATABASE OR5

NETWORK OF DATABASES THAT IS MAINTAINED OR CONTRACTED FOR BY6

THE DIVISION AND THAT MAINTAINS AND COMPARES EACH BIOMETRIC7

SCAN AND THE INFORMATION CONTAINED WITHIN THE SCAN IN8

CONFORMITY WITH SECTION 12-22-705.5.9

(9)  "RESTRICTED OVER-THE-COUNTER SUBSTANCE" HAS THE SAME10

MEANING AS "METHAMPHETAMINE PRECURSOR DRUG", AS THAT TERM IS11

DEFINED IN SECTION 18-18-412.8 (4) (a), C.R.S.12

SECTION 2.  In Colorado Revised Statutes, add 12-22-705.5 as13

follows:14

12-22-705.5.  Electronic monitoring - dispensing of15

prescription drugs and restricted over-the-counter substances -16

database - exclusions - penalties. (1)  BY JANUARY 1, 2013, THE17

DIVISION SHALL ADOPT AN ELECTRONIC PRESCRIBING SYSTEM TO18

FACILITATE THE TRANSMISSION OF ELECTRONIC ORDERS, TO MONITOR THE19

COLLECTION OF BIOMETRIC IDENTIFIERS, AND TO RECORD AND STORE, IN20

A SECURE, ANONYMOUS DATABASE, INFORMATION PERTAINING TO THE21

FOLLOWING:22

(a)  THE PRESCRIBING OF PRESCRIPTION DRUGS, INCLUDING THOSE23

THAT ARE CONTROLLED SUBSTANCES, BY PRACTITIONERS IN THIS STATE;24

(b)  THE DISPENSING OR DELIVERING OF PRESCRIPTION DRUGS TO25

AN INDIVIDUAL IN THIS STATE BY A PRESCRIPTION DRUG OUTLET OR26

PRACTITIONER; AND27
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(c)  THE DISPENSING OR DELIVERING OF RESTRICTED1

OVER-THE-COUNTER SUBSTANCES TO AN INDIVIDUAL IN THIS STATE BY A2

PRESCRIPTION DRUG OUTLET OR PRACTITIONER.3

(2)  A PRACTITIONER WHO PRESCRIBES, DISPENSES, OR DELIVERS A4

PRESCRIPTION DRUG OR RESTRICTED OVER-THE-COUNTER SUBSTANCE IN5

THIS STATE SHALL MAINTAIN IN THE PRACTITIONER'S OFFICE AN ACTIVE6

AND OPERATIONAL BIOMETRIC SCANNING DEVICE THAT IS CONNECTED TO7

THE DATABASE. A PRACTITIONER WHO PRESCRIBES, DISPENSES, OR8

DELIVERS A PRESCRIPTION DRUG OR RESTRICTED OVER-THE-COUNTER9

SUBSTANCE TO A PERSON IN THIS STATE SHALL OBTAIN A BIOMETRIC SCAN10

OF AN APPROVED BIOMETRIC IDENTIFIER OF THE PERSON THROUGH USE OF11

THE BIOMETRIC SCANNING DEVICE AND SHALL SUBMIT THE BIOMETRIC12

SCAN TO THE DATABASE.13

(3)  A PRESCRIPTION DRUG OUTLET THAT DISPENSES OR DELIVERS14

A PRESCRIPTION DRUG OR RESTRICTED OVER-THE-COUNTER SUBSTANCE15

SHALL MAINTAIN IN THE PRESCRIPTION DRUG OUTLET AN ACTIVE AND16

OPERATIONAL BIOMETRIC SCANNING DEVICE CONNECTED TO THE17

DATABASE. A PRESCRIPTION DRUG OUTLET THAT DISPENSES OR DELIVERS18

A PRESCRIPTION DRUG OR RESTRICTED OVER-THE-COUNTER SUBSTANCE TO19

A PERSON IN THIS STATE SHALL OBTAIN A BIOMETRIC SCAN OF AN20

APPROVED BIOMETRIC IDENTIFIER OF THE PERSON THROUGH USE OF THE21

BIOMETRIC SCANNING DEVICE AND SHALL SUBMIT THE BIOMETRIC SCAN TO22

THE DATABASE.23

(4)  BEFORE PRESCRIBING OR DISPENSING A PRESCRIPTION DRUG TO24

A PERSON IN THIS STATE, EVERY PRACTITIONER SHALL SUBMIT THE25

FOLLOWING INFORMATION TO THE DATABASE:26

(a)  THE BIOMETRIC SCAN OF THE PERSON'S BIOMETRIC IDENTIFIER;27
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(b)  THE FULL NAME AND ADDRESS OF THE PRESCRIBING1

PRACTITIONER;2

(c)  THE DATE OF EACH ORDER;3

(d)  THE NAME OF THE PRESCRIPTION DRUG PRESCRIBED OR4

DISPENSED, INCLUDING THE STRENGTH, QUANTITY, AND DIRECTIONS FOR5

USE;6

(e)  THE INTENDED PRESCRIPTION DRUG OUTLET, IN THE CASE OF7

ORDERS THAT WILL BE FILLED ELECTRONICALLY; AND8

(f)  THE INFORMATION FROM THE PERSON REQUIRED TO FACILITATE9

A VALID ORDER, INCLUDING NAME AND ADDRESS. BEFORE SUBMISSION,10

THIS INFORMATION MUST BE ENCRYPTED WITH THE INTENDED11

PRESCRIPTION DRUG OUTLET'S ENCRYPTION KEY VIA PUBLIC KEY12

CRYPTOGRAPHY SO THAT THE INFORMATION, WHEN STORED ON THE13

DATABASE, IS ONLY ACCESSIBLE BY THE INTENDED PRESCRIPTION DRUG14

OUTLET WITH THE REQUIRED DECRYPTION KEY.15

(5)  BEFORE DISPENSING OR DELIVERING A PRESCRIPTION DRUG OR16

A RESTRICTED OVER-THE-COUNTER SUBSTANCE TO A PERSON IN THIS17

STATE, EVERY PRACTITIONER AND PRESCRIPTION DRUG OUTLET SHALL18

SUBMIT THE FOLLOWING INFORMATION TO THE DATABASE:19

(a)  THE BIOMETRIC SCAN OF THE PERSON'S BIOMETRIC IDENTIFIER;20

(b)  THE FULL NAME AND ADDRESS OF THE PRESCRIBING21

PRACTITIONER;22

(c)  THE DATE OF EACH ORDER; AND23

(d)  THE NAME OF THE PRESCRIPTION DRUG OR RESTRICTED24

OVER-THE-COUNTER SUBSTANCE PRESCRIBED OR DISPENSED AND THE25

STRENGTH, QUANTITY, AND DIRECTIONS FOR USE OF THE PRESCRIPTION26

DRUG OR RESTRICTED OVER-THE-COUNTER SUBSTANCE.27
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(6)  AFTER RECEIVING THE INFORMATION REQUIRED UNDER1

SUBSECTIONS (4) AND (5) OF THIS SECTION, THE DATABASE SHALL ASSIGN2

THE ORDER OR RESTRICTED OVER-THE-COUNTER SUBSTANCE A UNIQUE3

IDENTIFYING NUMBER AND SHALL IMMEDIATELY TRANSMIT THE4

FOLLOWING TO THE PRESCRIBING PRACTITIONER OR PRESCRIPTION DRUG5

OUTLET:6

(a)  THE UNIQUE IDENTIFYING NUMBER;7

(b)  THE NAMES OF THE PRESCRIPTION DRUGS THAT HAVE BEEN8

PRESCRIBED OR DISPENSED IN CONNECTION WITH THE BIOMETRIC SCAN9

SUBMITTED THAT MAY CONFLICT WITH OR OVERLAP THE PRESCRIBING10

PRACTITIONER'S ORDER OR RESTRICTED OVER-THE-COUNTER SUBSTANCE;11

AND12

(c)  THE FULL NAME AND ADDRESS OF EACH PRACTITIONER WHOSE13

ORDER MAY CONFLICT WITH OR OVERLAP THE PRESCRIBING14

PRACTITIONER'S ORDER OR RESTRICTED OVER-THE-COUNTER SUBSTANCE15

AND THE FULL NAME AND ADDRESS OF THE PRACTITIONER OR16

PRESCRIPTION DRUG OUTLET THAT DISPENSED OR DELIVERED THE17

CONFLICTING OR OVERLAPPING PRESCRIPTION OR RESTRICTED18

OVER-THE-COUNTER SUBSTANCE.19

(7)  BEFORE DISPENSING OR DELIVERING AN ORDER FOR A20

PRESCRIPTION DRUG OR DISPENSING OR DELIVERING A RESTRICTED21

OVER-THE-COUNTER SUBSTANCE, THE PRESCRIPTION DRUG OUTLET OR22

DISPENSING PRACTITIONER SHALL SUBMIT THE BIOMETRIC SCAN OF THE23

PERSON'S BIOMETRIC IDENTIFIER TO THE DATABASE, AND THE DATABASE24

SHALL IMMEDIATELY TRANSMIT THE FOLLOWING TO THE PRESCRIPTION25

DRUG OUTLET OR DISPENSING PRACTITIONER:26

(a)  THE NAMES OF THE PRESCRIPTION DRUGS THAT HAVE BEEN27
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PRESCRIBED OR RESTRICTED OVER-THE-COUNTER SUBSTANCES TO BE1

DISPENSED IN CONNECTION WITH THE BIOMETRIC SCAN SUBMITTED THAT2

MAY CONFLICT WITH OR OVERLAP THE PRESCRIPTION DRUG OR RESTRICTED3

OVER-THE-COUNTER SUBSTANCE TO BE DISPENSED OR DELIVERED;4

(b)  THE FULL NAME AND ADDRESS OF EACH PRACTITIONER WHOSE5

ORDER MAY CONFLICT WITH OR OVERLAP THE PRESCRIPTION DRUG OR6

RESTRICTED OVER-THE-COUNTER SUBSTANCE TO BE DISPENSED OR7

DELIVERED AND THE FULL NAME AND ADDRESS OF THE PRACTITIONER OR8

PRESCRIPTION DRUG OUTLET THAT DISPENSED OR DELIVERED THE9

CONFLICTING OR OVERLAPPING PRESCRIPTION OR RESTRICTED10

OVER-THE-COUNTER SUBSTANCE;11

(c)  A GRADUATED ALERT SYSTEM, WHERE APPLICABLE,12

INDICATING THE POTENTIAL DANGERS RELATED TO DISPENSING OR13

PRESCRIBING THE PRESCRIPTION DRUGS OR RESTRICTED14

OVER-THE-COUNTER SUBSTANCES AS THEY RELATE TO ANY CONFLICTING15

OR OVERLAPPING PRESCRIPTIONS;16

(d)  A WARNING OR CRITICAL ALERT, WHERE APPLICABLE, AS IT17

RELATES TO THE SEVERITY OF THE CONFLICT OR OVERLAP, REQUIRING THE18

PRACTITIONER TO BIOMETRICALLY ACKNOWLEDGE RECEIPT OF THE19

CONFLICT OR OVERLAP; AND20

(e)  A WARNING OR CRITICAL ALERT, WHERE APPLICABLE, AS IT21

RELATES TO THE SEVERITY OF THE CONFLICT OR OVERLAP TO ADDITIONAL22

PRACTITIONERS WHO PROVIDED OR DELIVERED THE CONFLICTING OR23

OVERLAPPING PRESCRIPTION DRUGS OR RESTRICTED OVER-THE-COUNTER24

SUBSTANCES.25

(8)  THE DATABASE MUST NOT RETAIN UNENCRYPTED PERSONAL26

PROTECTED HEALTH CARE INFORMATION OTHER THAN THE BIOMETRIC27
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SCANS AND PRESCRIPTION INFORMATION PROVIDED TO THE DATABASE1

PURSUANT TO SUBSECTIONS (6) AND (7) OF THIS SECTION. THE DATABASE2

MAY RETAIN ENCRYPTED PERSONAL PROTECTED HEALTH CARE3

INFORMATION IN THE CASE OF ELECTRONIC PRESCRIPTIONS IF THE ONLY4

ENTITY ABLE TO DECRYPT THE INFORMATION IS THE INTENDED5

PRESCRIPTION DRUG OUTLET FOR DELIVERY OR DISPENSING. THIS SECTION6

DOES NOT PRECLUDE PRACTITIONERS AND PRESCRIPTION DRUG OUTLETS7

FROM RETAINING PERSONAL INFORMATION ABOUT THEIR PATIENTS THAT8

IS COLLECTED AND MAINTAINED IN THEIR REGULAR COURSE OF BUSINESS9

IN COMPLIANCE WITH APPLICABLE LAW.10

(9)  THIS SECTION DOES NOT APPLY TO SUBSTANCES:11

(a)  ADMINISTERED BY A PRACTITIONER DIRECTLY TO HIS OR HER12

PATIENT;13

(b)  DISPENSED OR DELIVERED BY A PRACTITIONER AUTHORIZED TO14

PRESCRIBE PRESCRIPTION DRUGS DIRECTLY TO A PATIENT AND LIMITED TO15

AN AMOUNT ADEQUATE TO TREAT THE PATIENT FOR A PERIOD OF NO MORE16

THAN SEVENTY-TWO HOURS;17

(c)  DISPENSED OR DELIVERED BY A PRACTITIONER OR A18

PRESCRIPTION DRUG OUTLET TO A PATIENT OF AN INPATIENT FACILITY19

THAT IS AN OTHER OUTLET REGISTERED PURSUANT TO THIS ARTICLE;20

(d)  ORDERED FROM AN OTHER OUTLET REGISTERED UNDER THIS21

ARTICLE IN ACCORDANCE WITH INTERNAL POLICY AND PROCEDURE;22

(e)  DISPENSED OR DELIVERED BY A PRESCRIPTION DRUG OUTLET OR23

ADMINISTERED BY A PRACTITIONER TO A PATIENT OR RESIDENT RECEIVING24

CARE FROM A HOSPITAL, NURSING HOME, ASSISTED LIVING FACILITY, HOME25

HEALTH CARE AGENCY, HOSPICE, OR INTERMEDIATE CARE FACILITY FOR26

THE DEVELOPMENTALLY DISABLED THAT IS LICENSED OR CERTIFIED IN THIS27
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STATE;1

(f)  PRESCRIBED BY A PRACTITIONER FOR A PATIENT YOUNGER2

THAN SIXTEEN YEARS OF AGE;3

(g)  PRESCRIBED OR DISPENSED PURSUANT TO RULE ADOPTED BY4

THE BOARD; OR5

(h)  ADMINISTERED, PRESCRIBED, DISPENSED, OR DELIVERED6

UNDER CIRCUMSTANCES IN WHICH THE PRESCRIPTION DRUG OUTLET OR7

PRACTITIONER CANNOT, IN GOOD FAITH, COMPLY WITH THIS SECTION.8

(10)  A DISPENSING PRACTITIONER OR PRESCRIPTION DRUG OUTLET9

WHO DISPENSES OR DELIVERS A PRESCRIPTION DRUG OR RESTRICTED10

OVER-THE-COUNTER SUBSTANCE SHALL SUBMIT THE INFORMATION11

REQUIRED UNDER THIS SECTION TO THE DIVISION, OR TO A PERSON OR12

AGENCY AUTHORIZED BY THE DIVISION, IN AN ELECTRONIC FORMAT13

APPROVED BY THE DIVISION. THE DIVISION, OR THE PERSON OR AGENCY14

AUTHORIZED BY THE DIVISION, SHALL MAINTAIN THE INFORMATION FOR NO15

LONGER THAN TWENTY-FOUR MONTHS AFTER THE DATE OF RECEIPT AND16

SHALL THEREAFTER EXPUNGE THE INFORMATION FROM THE DATABASE17

UNLESS OTHERWISE DIRECTED BY A COURT OF COMPETENT JURISDICTION.18

(11)  ALL TRANSMISSIONS REQUIRED BY THIS SECTION MUST19

COMPLY WITH RELEVANT FEDERAL AND STATE PRIVACY AND SECURITY20

LAWS.21

(12)  BY JANUARY 1, 2013, THE DIVISION, IN COLLABORATION WITH22

THE BOARD AND THE COLORADO MEDICAL BOARD, SHALL ADOPT RULES23

PURSUANT TO ARTICLE 4 OF TITLE 24, C.R.S., GOVERNING THE24

ADMINISTRATION OF THIS SECTION, INCLUDING RULES GOVERNING ACCESS25

TO THE DATABASE BY PRACTITIONERS AND PRESCRIPTION DRUG OUTLETS26

AND IMPLEMENTING PROCEDURES TO BE EMPLOYED WHEN A BIOMETRIC27
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SCANNING DEVICE IS INOPERABLE OR THE DATABASE IS INACCESSIBLE.1

(13)  A PERSON WHO KNOWINGLY FAILS TO COMPLY WITH THIS2

SECTION COMMITS A CLASS 1 MISDEMEANOR, PUNISHABLE AS PROVIDED IN3

SECTION 18-1.3-501, C.R.S.4

SECTION 3.  Applicability. The provisions of this act apply to5

the prescribing, dispensing, and delivery of prescription drugs and6

restricted over-the-counter substances on or after the effective date of this7

act.8

SECTION 4.  Safety clause. The general assembly hereby finds,9

determines, and declares that this act is necessary for the immediate10

preservation of the public peace, health, and safety.11
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